[Tpunoxxenue Ne 5 k nucemy
MuHOOpa3zoBaHust PocToBckoii o0macTu
oT Ne

NHOOPMAIIMOHHAA ITAMSATKA
JUI OBYHAIOIIUXCA AJIA PASMEIIEHMA
HA OONIHMAJIbHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJOM MOJIOJCKH B HHTEPHETE CTAaHOBUTHCS OOJBIIE, a
IIKOJIbHUKY OJIHM W3 CaMbIX aKTUBHBIX ToJib3oBarened Pynera. Mexay Ttew,
MOMUMO OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMEI.
OTa nmamsTKa 10 KHA TOMOYb Tebe 0€30MacHO HAaXOUTHCS B CETH.

KomnroTepHbie BUPYCHI

KomnbrotepHblli BUPYC - 3TO Pa3HOBUIHOCTb KOMITBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIIBHOW OCOOCHHOCThIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nomomHeHnne k 3TOMy, BUPYCHl MOT'YT MOBPEAUTH WM MOJHOCTHIO YHUUYTOXHUTH
Bce (haiiyibl ¥ JaHHBIEC, TTOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amylleHa 3apa)KeHHas MporpaMma, a TakKe MOBPEIUTh WU JTaKE€ YHUUYTOKHUTD
OTIEpallMOHHYI0 CUCTEMY CO BCeMHU (aillamu B 1eioM. B OONBIIMHCTBE ClydaeB
pPacIpOCTPAHSIOTCS] BUPYCHI YEPE3 UHTEPHET.

Metozs! 3a1UThI OT BPEJOHOCHBIX ITPOTPaMM:

. Hcnonb3yii COBpEMEHHBIE OINEPALUOHHBIE CHUCTEMBI, HMEIOIINE
CEPBhE3HBIA YPOBEHD 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. [loctossHHO ycTaHaBnmuBail mauytu (UU(pPOBBIE 3aIIaTKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCS C IENbI0 JOPAOOTKH MPOrpaMMbl) M JApYyTHE
OOHOBJICHHSI CBOEH omepanMoHHOW cucTteMbl. CkauumBaii WX TOJBKO C
opunuanpHoro caira paspaborumka OC. Ecim  cymecTByeT  pexum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. PaboTaii Ha cBOeM KOMIBIOTEpE TMOJ TpaBaMH IMOJIb30BATENsl, a HE
aIMUHUCTpATOpa. ITO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCA HAa TBOEM NEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnonb3yil  aHTUBUPYCHBIE IPOTPAMMHBIE  MPOJIYKTHl  M3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanyb HU3NIECKUHN JOCTYI K KOMITBIOTEPY JJIS IOCTOPOHHUX JIUIL;

6. Vcmonp3yit BHEIMIHWE HOCUTENN WH(GOpMAINH, TaKue Kak (Quielika, AUCK
win (aiin U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTkpmiBaii KOMMBIOTEpHBIC (HaiiIbl, TOJYYCHHBIE W3 HEHAJAC)KHBIX
ucTOouHUKOB. Jlaxke Te ailybl, KOTOpBIE MPUCTA TBOW 3HAKOMBIN. Jlydie yrounu
y HEro, OTIPAaBJIsI JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He BuI nepeaun JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpeH I,
Mapka. Eme B 1991 roay Hunepnanjickasi KOMIIAHUSI 3aperucTpupoBajia OpeH.l
«WECA», 4yto o6o3Hauano cioBocouetanue «Wireless Fidelity», kotopbrii
MEPEBOJUTCS KaK «0eCpOBOAHAS TOYHOCThY.



Jlo Haiero BpeMeHu Jouia Apyras abOpeBuaTypa, KoTopas sBISIETCS TaKO!
xKe TexHonorued. Jto abOpeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObUIO JTaHO C
HAMEKOM Ha CTaHAAapT BbIcmieidl 3BykoBoil TexHuku Hi-Fi, uyto B mepeBoxe
O3HAYAET «BBICOKASI TOUHOCTh.

Ja, OecryiaTHBIM UHTEPHET-AOCTYN B Kade, OTENsIX U a’poropTax sBIsSETCS
OTJIUYHOW BO3MOXKHOCTBIO BbIXOJa B MHTEpHET. HO MHOrMe 3KCHepThl CUMUTAIOT,
yto obmeaoctynubie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeThlI 10 6€30MacHOCTH pabOTHI B 00IIEAOCTYHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro TuuHyI0 HHMOpMALIHIO Yepe3 ooienoctymnabie Wi-Fi
cetu. PaboTast B HUX, JKeJlaTeIbHO HE BBOJAUTH MAPOJU JOCTYMA, JOTMHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yil 1 0OHOBIIAN aHTUBUPYCHBIE MTPOrpamMMBbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKy BUpyca Ha TBOE YCTPOMCTBO;

3. lpu wucnonv3oBanun Wi-Fi otkmoun ¢yHkuuioo «OOmmi aoctyn K
daiinam u mpuHTepam». JlaHHas (QYHKIMS 3aKpbiTa MO YMOJYAHHUIO, OJIHAKO
HEKOTOpbIE MOJIb30BaTENIN aKTUBUPYIOT €€ IJIs YA00CTBa HUCIOIb30BaHUs B paboTe
i yueoe;

4. He ucnonws3yit nyOnmunsii WI-FI nns mepemaun JMYHBIX JTAaHHBIX,
HanpuMep, Uil BBIX0/Ia B COI[MAIbHBIEC CETU WM B DJIEKTPOHHYIO MOYTY;

5. Ucnonp3yi# ToJIbKO 3aiuineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. IpH Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOuiapHOM Tenedone otkaoun ¢yHkiuoo "lloakmouenune k Wi-Fi
apromatnuecku'". He momyckail aBTOMaTHYECKOTO MOAKIIOUEHHS YCTPOWCTBA K
cetssMm Wi-Fi 6e3 TBoero cormnacusi.

CoriuanbHble CETH

CornuanbHble CETH aKTUBHO BXOJST B HAIly JKM3Hb, MHOTHE JIFOJIU pabOTaIOT
M )KUBYT TaM TOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan MUUIHAp] YEIOBEK,
YTO ABJISETCS OJHOM CEIBMOM BCEX JKUTEIEU IUIaHeThl. MHOTHE I10JIL30BaTEIN HE
NOHUMAIOT, YTO MH(OpMAaIUs, pa3MelleHHas UMHU B COLMAJIBHBIX CETAX, MOXKET
ObITh HalileHa M MCIIOJIb30BaHa KEM YTOJHO, B TOM 4HCIE HE 0053aTelbHO C
OJlaruMu HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpanuyp cnmcok Jpy3ei. Y TeOs B JApPy3biIX HE JODKHO OBITH
CIIy4allHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuimai CBOIO YACTHYIO JKW3Hb. He ykaswiBail mapoiu, TenedoHsl,
ajpeca, JaTy TBOErO0 POXACHUS W JAPYryl0 JIMYHYIO  HHQOpPMAIHIO.
310YMBITIUICHHUKH MOTYT MCTIOJIb30BaTh Iake MH()OPMAIUIO O TOM, KaK Thl M TBOH
POAUTEINHN IUIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amumail CBOIO peINyTaiuio - JEpKU €€ B YUCTOTE M 3ajaBail cebe
BOIIPOC: XOTEJ ObI Thl, YTOOBI APYTHE MOJIB30BATEIN BHJIEIH, YTO ThI 3arpy’Kaellib?
[Togymaii, mpex/ie 4UeM 4TO-TO OMYyOJIMKOBATh, HATUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHIIB C JIFOAbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIB3YH CBOE
peansbHOEe UMS U IPYTYIO JUYHYI0 UHGOpPMALUU: UMS, MECTO KUTEIbCTBA, MECTO
yueObl U Mpouee;



5. U3berait pazmeienus ¢pororpaduit B UuTepHere, rae Thl U300pakeH Ha
MECTHOCTH, [0 KOTOPOX MOKHO OINPEIEIINTh TBOE MECTOIOIOKEHHUE;

6. [Ipu perucTpauuu B COLMAIBHOM CE€TH HEOOXOJMMO HCIOJIb30BATh
CJIOKHBIE MApPOJH, COCTOSIIUE U3 OYKB U IUP U C KOJIUYECTBOM 3HAKOB HE MEHEE
8;

/. lns couManbHOM CceTH, MOYThl M JAPYrMX CalTOB HEOOXOIUMO
HCIIOJIb30BaTh pa3Hbie mapoyiu. Torjaa ecinu Te0s B3IIOMAIOT, TO 3J0YMBIITUICHHUKHT
MOJy4aT AOCTYM TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DIIEKTPOHHBIE ICHBI'U

DONEeKTPOHHBIE JIEHBIU - ATO OYEeHb YAOOHBIA CMOCOO TIaTeX e, OaHAKO
CYILIECTBYIOT MOIIEHHUKHU, KOTOPBIC XOTSAT MOJYYUTh 3TU JICHBIU.

DJIEKTPOHHBIE JICHBI'U MOSABUIIUCH COBCEM HEAABHO U UMEHHO M3-3a 3TOr'0 BO
MHOTHX TOCYJIapCTBax JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (YHKITMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
WX pa3JesaioT Ha HECKOJbKO BUJIOB - AHOHMMHBIC W HE aHOHUMHbIE. PazHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3periacTcsi MPOBOIUTH omneparuu 0e3
UJCHTU(DHUKAIIUY TIOJTh30BATEINsI, @ B HCAHOHUMHBIX UACHTU(UKALINS TTOTH30BaTEIISI
SIBJISIETCSL 00s13aTEIIHLHOM.

Taxke creayeT pa3nuyaTh DICKTPOHHBIE (GUATHBIC JEHbrU (pPaBHBI
rOCy/IapCTBEHHBIM BaJIIOTaM) M DJJIEKTPOHHBIE He(pUATHbIE JIEHbIU (HE DPaBHBI
rOCYJapCTBEHHBIM BAIIOTaM ).

OcHOBHBIE COBETHI O 0€30MaCHOI paboTe C AIEKTPOHHBIMU JACHbIAMH:

1. TlpuBsixku K cueTy MOOWIBHBIM TenedoH. ITO caMmblil yIOOHBIM WU
OBICTPBIA €IOCOO BOCCTAHOBUTH JOCTYN K cueTy. [lpuBsizaHHbIN TenedoH
IIOMOJKET, ecJii 3a0yAeIlb CBOM IUIATE)KHBIM TapoJib WIIM 3alJielllb Ha CalT ¢
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnione3yit onmHopaszoBble maposu. llocie mepexoma Ha yCHICHHYIO
aBTopu3aIio Tebe yke He OyleT yrpoXaTh OMAaCHOCTh KpaKd WM TIepexBaTa
IJ1aTEKHOTO MapoJIs;

3. Boibepu crnoxubiii maponb. [lpectymaukam OyaeT HE MPOCTO yraaaTh
CJIOKHBIN maponb. HanexxHbie mapoiid - 3TO Mapoyik, KOTOPbIE COIEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B CeOsl CTPOYHBIE U TPOMUCHBIE OYKBBI, HUDPHI U
HECKOJIbKO CMMBOJIOB, TAKME KaK 3HAK J0JUIapa, PyHTa, BOCKIHMIIATEIbHBINA 3HAK U
T.11. Hanpumep, $tROng!;

4. He BBOAM CBOM JINYHBIE JAHHBIC HA CAUTAX, KOTOPBIM HE JOBEPSCIIb.

DJIeKTpOHHAsI TTo4Ta

DNEKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTaBIsIEMbIE €10 YCIYyTH MO
MEPECHUIKE U MOJYUYECHHUIO JIEKTPOHHBIX COOOIIEHUMN, KOTOPHIE paCHpPENeIaOTCs B
KOMIbIOTepHOH ceTh. OOBIYHO JJIEKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
CJeAYIOIKUM 00pa3oM: UM _TOJIb30BaTEsI(@UMSL_AoMeHa. Takke KpoMme nepeaadn
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MepeAaBath (paiiiibl.

OCHOBHBIE COBETHI IO O€30IacCHO# PabOTE C ITESKTPOHHOM MOUYTOM:

1. Hano BbIOpaTh mNpaBWIbHBIM MNOYTOBBIM cepBUC. B uHTEpHETE ecThb
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle JOBEPSATH TEM,
KOO 3HA€lIb U KTO MEPBBI B PEUTHHTE;



2. He yka3bIBaii B JMYHOU MOYTE JUUHYIO0 HHPopMaruto. Hampumep, mydiie
BbIOpATh «My3bIKaIbHBIA (haHaT@» unu «pok2013» BmecTo «Temal3»;

3. Ucnonb3yil ABYX3TamHyK aBTOPHU3ALUI0. DTO KOIJa MOMHUMO Hapojs
HY>KHO BBOJUTH KOJI, TPUCBUIAEMBIN 0 SMS;

4. Be1bepu CIIOXKHBIN apodib. /{715 KaXI0ro mMOYTOBOTO SIIHUKA JOJKEH ObITh
CBOU HAJEKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOXKHOCTH HamucaTh CaMOMYy CBOM JIMYHBII BOMpOC,
HCTIOJIB3YH 3TY BO3MOXKHOCTB;

6. Mconp3yil HECKONBKO TMOYTOBBIX SAIMMUKOB. [lepBbI sl 4YacTHOM
NEPENUCKH C aJpecaTaMH, KOTOPbIM Tbl 1OBEPSEIIb. JTO JIEKTPOHHBIN a/Ipec HE
HaJI0 MCIIOJIb30BaTh MPH PErucTpaluu Ha (hopyMax U caitax;

7. He otkpbiBail (ailyibl U Ipyrue BIOKEHUS B MUCHbMaX, JaXKe €CJIM OHH
OPUILIA OT TBOUX Jpy3ei. Jlydlie yTouHH y HUX, OTIOPABISIN JIU OHH TeOe ITH
(aiiibr;

8. [locne okoHuyaHusi pabOTHI HA IOYTOBOM CEpPBUCE IMEpei] 3aKPbITUEM
BKJIAJIKU C CATOM He 3a0yJ]lb HAKaTh Ha « BBIMTHY.

KubepOymmiHr uinu BUPTyaIbHOE U3/1€BATEILCTBO

KubepOymmHar -  mpeciieioBaHHE  COOOIICHUSMHU,  COASPKAIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIlyTUBaHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHHUE C TTOMOIIBIO PA3IMUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpbOE ¢ KHOEPOYUTMHTOM:

1. He Gpocaiics B 60#. JIydmuii crioco6: mocoBeTOBAaThCS Kak ce0sl BECTH H,
€CJIM HeT TOro, K KOMY MOXXHO OOpaTUThCs, TO BHaudaje YCIMOKOUThCA. Eciu Thi
HAYHEeIlb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOpOJICHMs, TO TOJBKO elle OoJblie
Pa30XKKEITh KOH(PIIHUKT;

2. Ympagsit cBoeil kubeppemnyTaimei;

3. AHOHUMHOCTh B ceTd MHUMas. CyIIeCTBYIOT CHOCOOBI BBISICHUTBH, KTO
CTOUT 332 aHOHUMHBIM aKKayHTOM;

4. He cTOMT BECTHM XYJHMTaHCKUM oOpa3 BHpPTyajdbHOW >XU3HU. HTEpHET
¢ukcupyer Bce TBOHM ACHCTBUS M COXpaHAET HMX. YIamuTh UX OyAeT KpaifHe
3aTPYyIHUTENBHO;

5. Cobmroail CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. UrHopupyii enunuunblii  HeratuB. (OJHOPAa30BbIE OCKOPOUTETHHBIC
cooOmieHus: Jydmie urHopupoBaTh. OOBIMHO arpeccus TMpeKpamaeTcsa Ha
HayvaJbHOM CTaJINH;

7. ban arpeccopa. B mporpaMmMmax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B
COIMAIIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHUPOBKH OTIPABKHA COOOIICHHHA C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu bl cBUaETENnb KUOEpOymuHra. TBOM AEHCTBUS: BBICTYNIUTH IPOTUB
npeciieioBaTensi, MoKa3aTh €My, YTO €ro JCHUCTBUS OLIEHUBAIOTCS HETATHBHO,
MOJAJCPKATh KEPTBY, KOTOPOM HY)KHA ICHUXOJIOTMYECKAs] MOMOIb, COOOIIUTH
B3pPOCIJIBIM O (paKT€ arpeCCUBHOIO IMOBEJICHUS B CETH.

MoOunbHbIN TenehoH

CoBpemeHHbIe cMapTHOHBI U TUIAHIIETHI COJIEPkKAT B ce0€ BIOJIHE B3POCIIBIM
GyHKIMOHANI, W TEeNeph OHM MOTLYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMU



KoMIibtoTepaMu. OHAKO, CPEACTB 3AILUTHI 1711 MOJOOHBIX YCTPOICTB MOKA OUYEHb
Mano. TecTnpoBaHME W TOMCK YSI3BUMOCTEH B HHUX IPOUCXOIHUT HE TaK
MHTEHCUBHO, Kak s [1K, To jxe camoe kacaercs U MOOMIIbHBIX MPUIIOKEHHUH.

CoBpeMeHHbIE MOOWJIbHBIE  Opay3epbl YK€ NPAKTUYECKHM JOTHAIU
HACTOJIbHBIE aHAJOrH, OJHAKO pacliMpeHue (yHKIMOHala BJEYeT 3a CcoOOoM
OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOM3BOJIUTEIN BBINYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOLIUE
KPUTHYECKHUE YSA3BUMOCTH JIJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOUIIBHOTO TeleoHa:

Huuyero He siBnsiercs mo-HacTosimieMy OecruiaTHbIM. ByJb ocTOposkeH, Belb
Korjaa Tebe mpeanaratoT OecriaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITBHI KaKHe-
TO TUIATHBIE YCIYTH;

Hymaii, npexae ueM otnpaButb SMS, ¢hoTo nian Buaeo. Thl TOYHO 3HaAEIb,
r7i€ OHU OYJIyT B KOHEUHOM UTOTE?

Heo0xonumo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oOHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI J1J1sI MOOMJIBHBIX TeJIe()OHOB;

He 3arpyxail npuioKeHHsI OT HEM3BECTHOTO MCTOYHHMKA, BEJAb OHH MOTYT
coJiepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00ECIIeUeHHE;

[Tocne Toro kak Thl BBIAJEHIH C CalTa, TJI€ BBOJAUI JIMUHYIO HH(OpMAIIHIO,
3aiiIM B HACTPOMKHU Opay3epa u yaaiu cookies;

[lepuoanyecku nmpoBepsiid, KaKue IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMEp MOOWIBHOTO TenehoHa TONBKO JIIOJAM, KOTOPBIX ThI
3HaEllb U KOMY JOBEPSEUIb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOTJIa Thl MM HE MOJb3yemibcs. He
3a0bIBail MHOTIA TIPOBEPATH ITO.

Online urpsl

CoBpeMeHHBIE  OHJAWH-UTPBI - O3TO  KPACOYHBIE, 3aXBaTbIBAIOIIUE
pa3BieyeHUs, OOBEAUHSIIONINE COTHU THICSY YENOBEK MO BceMy Mupy. Urpoku
MCCJEAYIOT JTaHHBIH UM MHp, OOINAIOTCS JIPYT C JPYrOM, BBITIONHSIOT 3aJaHUs,
CpakaloTCd C MOHCTpaMU U TOJIyYalOT ONBIT. 32 YIOBOJIBCTBUE OHU IJIATAT:
MOKYMAIOT JUCK, OTUIAYMBAIOT a00OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpenctBa uayT Ha NoaAEpKaHUE U PA3BUTUE UTPbL, a TAK)KE HA caMy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AILINU, BBITYCKAIOTCS HOBBIC
natun (u(poBbIe 3aIUTATKH JJIS POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT omacaTtbCcsi HE CTOJIBKO CBOMX CONEPHHUKOB,
CKOJIBKO Kpa)Xi TBOEro IapoJys, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPHU3aLUU
OOJBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO O€30MACHOCTH TBOET'O UTPOBOTO AKKAYHTA!

1. Ecnin npyroit urpok BeneT ceOs MI0X0 WK CO3JaeT TeOe HeMPHUSATHOCTH,
3a0JIOKUpPYH €ro B CIIUCKE UTPOKOB;

2. Iloxamyiics aAMUHHCTPATOpaM WIPHl HA IUIOXOE IOBEACHHUE STOrO
UTPOKa, KEJIaTeJIbHO MPUII0KUTh KaKUe-TO JOKa3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3bIiBaii TuuHy0 HHPOpMAIMIO B Tpo(aiiie urpsol;

4. YBaxall Ipyrux y4aCTHHKOB I10 UIDE;



5. He ycranaBnuBail Heo(puIaibHbIe TATYU U MOJIbI;

6. Mcnonp3yii CII0KHBIE U pa3HbIE TAPOJIN;

7. Jlaxke BO BpeMs UIpPbl HE CTOUT OTKJIOYaTh aHTUBUpYyC. [loka TbI
Urpaelilb, TBOM KOMIIBIOTEP MOTYT 3apa3uTh.

OUIUHT WIKM Kpaka JIMYHBIX JTaHHBIX

OOBIYHOM KpaKkel JEeHET U JOKYMEHTOB CETOJHS YK€ HUKOrO HE YJIWBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBINLJICHHUKA TEPEMECTHINCH B
MHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCA «IHOOUMBIMY JIETIOM.

Tak mosiBWJIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIIUHT,
IJIaBHAs II€JIb KOTOPOTO COCTOMT B TMOJYYEHHH KOH(PUICHIUAIBHBIX JaHHBIX
noJib30Baresiell - JJIOrMHOB U naposieid. Ha anrnuiickoM sizpike phishing unraercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapoib).

OcHOBHBIE COBETHI IO OOpbOE C (PUITUHTOM:

1. Cneau 3a cBoMM akkayHTOM. Ecnu Thl mojo3peBaelllb, 4TO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOIMMO  3a0JOKMpPOBaTH €€ U COOOIIUTH
aIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Vcnonw3yii Oe3omacHbie BeO-CaliThl, B TOM YHCII€, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Ucnonb3yil cioxkHble W pa3Hble mapoiu. Takum oOpa3zom, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JOCTYN TOJIBKO K OJHOMY TBOEMY
npo(dUITIo B CETH, a HE KO BCEM;

4. Ecnu T1e0sa B3jIOMaau, TO HEOOXOIMMO TNPEIYNpPEeIUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE OOABIIEHBI y T€0s B JIPY3bsX, O TOM, YTO Te€Os B3JIOMAJH H,
BO3MOKHO, OT TBOETO UMEHHU OY/IET pacChUIaThCs CIIaM U CChUIKM Ha (DUIIMHTOBBIE
CaAMNTHI;

5. YcranoBu HaaexHsbIi napons (PIN) Ha MoOunbHbI Tenedon;

6. OTKJII0YM COXpaHEHHUE Tapoiisa B Opaysepe;

7. He otkpbiBail (hailyibl U Ipyrue BIOKEHUS B MUCHMaX, JaXe €CIIM OHH
NPUIILIH OT TBOMX JApy3el. Jlydie yTouHu y HHMX, OTHPABISUIM JIM OHU TeOe 3TH
(aitnbl.

[udposas penyranus

[udposas penyramusi - 3TO HEraTUBHAS WM MO3WTHBHAs WHGOpMAIH B
cetu o Tebe. Kommpomerupyromas wHpOpManus, pa3MelieHHas B WHTEPHETE,
MOXXET CEPhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOU xu3HU. «lludposas
pemnyTanus» - 3TO TBOM UMUK, KOTOPBIH opMupyeTcst u3 nHdopmaimu o tede B
HUHTEpHETE.

TBoe MecTto xuTenbCTBa, Y4eObl, TBO€ (UHAHCOBOE IIOJIOKEHUE,
O0COOEHHOCTH XapaKTepa M paccKas3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCATCS K MNYOJMKAlUM JIMYHON
nHpopmanuu B MHTEpHETE, HE MOHUMAs BO3MOXKHBIX MOCJIEACTBUM. ThI Jake He
CMOXKeEIIb JA0TaJaThCs O TOM, 4To doTorpadusi, pazMellieHHas: S5 JeT Ha3aj, cTaja
MPUYMHON OTKa3a NpUHSTH T€OS Ha padoTy.

KommenTtapuu, pazmenienre TBoux hororpadguii u Apyrue AeMcTBUS MOTYT
HE HUCYE3HYTh Jake€ MOCJe TOro, Kak Thl UX yAaldulib. Thl HE 3HAElIb, KTO
COXpaHWJ 3Ty HUH(OpMaIMIO, ToMNajga JIM OHA B IIOMCKOBBIE CHUCTEMBI U



COXpaHWJIACh JM OHA, a TJABHOE: YTO MOAYMAalT O TeOe OKpYXaIoLlue JIOAHU,
KOTOpbI€ HAWAYT U YBUIAAT 3T0. HaliTu MH(OpMaALMIO MHOTO JIET CIIYCTSI CMOXKET
J000M - KaK U3 100pbIX NOOYKIEHUN, TaK U C HAMEPEHUEM NMPUUUHUTH Bpeld. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3aIIuTe HU(POBOI permyTanuu:

1. ITogymaii, mpexxe yeM 4To-To MyOIMKOBATh U NepeaaBaTh y ce0s B Ojore
WJIN B COLMAJIBHOM CETH;

2. B nactpoiikax npoduiisi yCTaHOBU OTpaHUYEHHs] HAa MPOCMOTP TBOETO
npo(uIId U €ro COAEPKUMOTr0, CAENal €ro TOJIBKO «IUIsl Ipy3ei»;

3. He pa3memiaii u He yka3blBail MHHPOpPMAIIHIO, KOTOpask MOXKET KOro-iudo
OCKOPOJIATH WIJIK OOMKATh.

ABTOpCKOE MpPaBo

CoBpeMeHHBbIE UIKOJIBHUKA - aKTHUBHBIE TMOJb30BaTENN LHUPPOBOTO
npoctpancTBa. OJHAaKO JaleKko HE BCE 3HAKOT, 4YTO IMOJb30BAHUE MHOTHMMH
BO3MOXKHOCTAMH  IudpoBoro  mupa TpeOyeT  coONoJeHus TMpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «HMHTEIJIEKTyanbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pPa3jIu4HbIM
TBOPEHMSIM YEJIOBEUYECKOTO yMa, HauyMHAsg C HOBBIX H300pPETEHHl W 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh HAa MPOIYKTHI M YCIYTH, U 3aKaHYMBas KHUTAMHU,
dororpadpusimu, KHUHOPUIBMAMHU U MY3bIKaJIbHBIMU POU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa MHTEUIEKTYaJIbHYIO COOCTBEHHOCTH Ha
IIPOU3BENCHNS HAYKH, JINTEPATypbl U UCKyCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B
Ka4ecTBE T'apaHTUH TOr0, YTO HHTEJUIEKTYaJlbHbBINH/TBOPUYECKUI TpyA aBTOpa HE
OyaeT HampacHbIM, JacT €My CHpPaBeJJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha
pe3yapTaTax CBOEro TpyJa, MOJYYUTh HM3BECTHOCTh M mnpusHaHue. Huxrto 0e3
paspelieHuss aBTOpa HE  MOXET BOCIPOM3BOAUTH €ro  IPOU3BEICHUE,
pacnpocTpaHsTh, MyOJMYHO JAEMOHCTPUPOBATh, IMIpOJaBaTh, HMMIIOPTUPOBATD,
IyCKaTh B MPOKAT, IMYOJWYHO HCIOJIHATH, NOKA3bIBATH/UCIIONHATh B 3QUpE WIH
pa3memiath B MiHTepHETE.

Hcnonp30BaHuE  «IHPATCKOTO» MPOrPaMMHOTO  OOECIEYEHHS MOXKET
IIPUBECTH K MHOTMM pHUCKaM: OT IOTEpU JaHHBIX K TBOUM akKKayHTaM [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, /i€ YCTAHOBJIEHA HeJerajabHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYILIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE ITPOrPaMMBlI,
KOTOpPBIE MOYKHO HalTHU B CETH.

O nopraie

CeteBu4oK.pd - TBOM IJIaBHBIN COBETUYUK B CETHU. 37€Ch Thl MOXKEIIb Y3HATh
0 0€30MacHOCTH B CETH MOHSATHBIM U JOCTYIIHBIM SI3bIKOM, a TP BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOpAaTUTHCA 32 COBETOM. A TakKe NPUHATh Y4acTHE B
KOHKYpCax U CTaTh CaMbIM IIU(PPOBBIM IPaKIaHHHOM !



